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Contruct P2P Botnet network traffic detecting system

Lee Ming-Hung

Abstract

Botnet is a remote and multi-hierarchical network system to attack
the internet information security. Because of its hidden features, it is not
easy to monitor its work and completely prevent its attacks. However, if
Internet managers can detect and monitor the network traffic as soon as
possible, it would be possible for them to minimize disasters of Botnet
attacks. In fact, Botnet does contain specific network behaviors, such as
network communicating through specific ports. In addition, its attack
often targets specific services such as interrupting web server functioning

or distributing spam emails.

This study was to detect Botnet network traffic in the LAN network
environment, in which the Botnet virus could be specified based on its
network communicating characteristics and network service traffic.
Therefore, the infected computers could be furthermore identified. After
the Botnet network traffic system was evaluated, the research results
demonstrated that the system could identify the infected computers and

detect suspicious Botnet computers.

Keywords - Botnet » DDOS -~ Network traffic detect
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